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Data Sentinel 1.0.0 — Setup Guide

Prescience Data Sentinel is a data quality assessment and transformation tool with over 60+
prebuilt data quality and data transformation rules. The tool allows enterprises to pick from
these existing rules or create their own new rules. It then provides a comprehensive analysis
of data and automatically generates data quality scores and reports. It also has a built-in data
transformation engine which helps in cleaning and preprocessing data for downstream
applications and systems.

Data Sentinel supports ingestion of data from multiple data sources like Redshift, Snowflake,
Databricks, SQL databases, CSV, JSON, Parquet files etc, thus enabling an end-to-end
view of the enterprise and business unit data. It securely ingests enterprise data without
copying it and can be deployed as a standalone solution or be integrated with your existing
data pipelines.

Depending on the user profile, with the Data Sentinel tool you can
1. Create a new tenant
2. Create users with name, email address, roles, login credentials
3. Select master rules for data quality and data transformation
4. Create new rules
5. Create, view, and edit connections
6. Create, view, and edit output locations
7. Create, view, and edit datasets
8. Create, view, and edit rule suites which are a combination of different rules
9. Create, view, edit, show results and history of each Jobs
10. Schedule jobs to run at specific time intervals
11. View job history with data quality and technical details of each run
12. View data quality dashboards
13. Clean and Transform data
14. Send notifications for job success or failure based on threshold

This trial version of the tool can be used as many times as required, for a period of 45 days
from the registration.

1. User Profiles

This tool has been developed for three user profiles — Super Admin, Tenant Admin, and Data
Steward.



The Super Admin can

View basic details such as available master rules

View the count of connections, data sets, rule suites, jobs, historical jobs runs, etc.
Create Tenant

Create master rules

Configure the overall Data Sentinel tool

The Tenant Admin can
e Access dashboards with data quality scores, data transformation reports, historic
trends, data quality dimension scoring, source system performance etc.
Create users
Create & configure connections
Create and edit data sets & define output locations
Create and edit rule suites
Create & schedule jobs
View job history
Send notifications for job success or failure based on threshold

The Data Steward can
e Access dashboards with data quality scores, data transformation reports, historic
trends, data quality dimension scoring, data rows processed, run time, rule split etc.
View connections
Create and edit datasets
Create and edit rule suites
Create & schedule jobs
View job history

2. Getting Started

The Super Admin profile is used to login for the first time and configure the company profile.
Once this is done, users who are in the administrator and data steward roles can access the
tool.

The following steps are required to configure the application before using it on your enterprise
data.

21 Super Admin Overview
Below are the different steps for logging in and configuring the company profile.

2.1.1 Login using the Super Admin

The details for logging into the Data Sentinel tool are as follows.

Application URL: http:/<server |P_address>
Default Username: admin
Default Password: Dgadmin123$
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Image 1: Login page

Login using the default login credentials for super admin, then navigate to admin icon on the
right side of the page. Select the drop-down and click on Change password.
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Image 2: Change password

Note: For security reasons, it is crucial to change the super admin password after the
product deployment.
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5 & > Change-password

o A Change Password nge password  Cancel
A New password *
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© Confirm new password *
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Image 3: Change Password page

2.1.2. Update Company logo

DATA SENT'NEL i Qadmin v
Powered by Prescience
. fa > Settings
~ 3 Settings
Job trigger endpoint URL : http://dq_enginems:5000/api/v1/jobs/trigger
POU TR SO UL http://dq_enginems:5000/api/v1/jobs/status
Job progress chack schedule (in Secs) 60
|
@ ICornmny logo URL : https://prescienceds.com/wp-content/uploads/2022/10/logo.png Save I
DQ Engine configuration location :
DQ score range setting (JSON) : © ,
* “Dark Green": *1",
“Light Green™: “0.8",
“Orange™; "0.6",
"Red": "0.5"

Image 4: Settings page to update company logo

To set up your company logo to display on the login page:

Access the Super Admin dashboard and proceed to the Settings section. Once there, find
the field labelled Company logo URL. Update your company’s logo URL into this field. Make
sure to save the changes before logging out of the super admin account. After logout, your
company logo will appear on the login page.



2.1.3. Create a Tenant

This is the company registration page to register your company. Enter the details of your
company in the following fields.

Please remember subdomain, username, password for company/tenant admin to login to the
application later.

DA TA S E N T l N E l- Powered by Prescience 9 admin ‘

{2} > Tenants > Create

A Create Tenant Cancel

G
Name * Username *
Prescience prescience
% Subdomain name Password *
prescience 0 eeeseseseesen @
@ Industry name Confirm password *
® Data Infrastructure and Analytics @ esessssennen &

Ul details (json)

{

“tenant_logo_url""",
"login_card_bgcolor™:™,
“submit_button_color*""

}

Image 5: Company/Tenant creation

2.1.4. Master rule

DATA SENIEN............ O anin -

& > Master-rules

& Master Rules £

© & M o D

Name Description Type v Category ¥| satus Y| Actions

Expect the number of columns to be between two .

1 Expect table column count to be between | Data Quality Table._Level Active
values.
Expect the number of rows to be between two .

2 Expect table row count to be between | Data Quality Table_Level Active
values.

3 Expect column values to not be null Expect the column values to not be null Data Quality Column_Level Active
Expect a column to contain values of a specified data

4 Expect column values to be of type P P Data Quality Column_Level Active

type

- . Expect the set of distinct column values to be B
5 Expect column distinct values to be in set Data Quality Column_Level Active
contained by a given set.

6 Expect table columns to match ordered list Expect the columns to exactly match a specified list. Data Quality Table_Level Active
7 Expect column to exist Expect the specified column to exist, Data Quality Column_Level Active

[1]2 3 4 5 6 7 > 10/page

Image 6: Master rules page

Master rules are the set of predefined rules which can be applied on the dataset. They can
be categorized in 2 types: Data Quality and Data Transformation rules. Data quality rules
are applied to validate the data and check the data quality score. Data transformation rules
are applied to clean and transform data.



2.2 Tenant Admin & Data Steward Overview

Below is a walkthrough of the different functionality that is available for the tenant admin and
data steward profiles.

2.2.1. Logging In to Company
The URL for tenant admin login: http://<server_IP_address/?client={subdomain}
For e.g. http://10.20.30.1/?client=prescience

You will now be redirected to a login page.
Use the tenant admin credentials as created above to login to the tenant admin.

rescience v
D A TA S E N T | N E L Powered by Prescience 9 P
> 48 Change Password
DQ score ® History
[ Logout
w Total : 0
R O Pass: 0 No Data Available
Fail : 0
E Rows processed ® Dimensions scoring ®
@ Current 0 0% 0% 0% 0% 0% 0%
A age
@ e O Completeness Consistency Integrity Timeliness Uniqueness Validity
Dataset 1 ®© Dataset 2 @ Dataset 3 ®© Dataset 4 ®
Not Available Not Available Not Available Not Available

Image 7: Tenant admin dashboard

2.2.2. Create New Users
Go to the Create User tab and enter all the required details.

DA TA SE N T | N E L Powered by Prescience 9 prescience v

5 2t > Create-user

o A, Create User Cancel
R User Details User Credentials
First name * u m
& . pa
@ Last nam Password
@ Email id * Confirm password *
e PrescienceUser@gmailcom @ | seseesead |

Assign role *

Data Steward

Image 8: Creating new users


http://10.20.30.1/?client=prescience

Tenant admin can further create data steward or other tenant admin users.

Logging in to newly created tenant users

The URL for tenant user's login: http://<server |P_address>/?client={subdomain} (use the
same subdomain name that you used while creating the tenant admin)

For e.g. http://10.20.30.1/?client=prescience
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Image 9: Tenant user login page

Login using the tenant user(s) username and password.

suser v
D A T A S E N T | N E I- Powered by Prescience 9 P
>
DQ scare ® History ®©
(% O No Data Available
o
@ Dimensions scoring O] Overall details ® &7 Connections 0
Completeness 0% Total Average Latest - <
Consistency 0% @ Datasets 0
0 Om Os
Integrity 0% Total rows processed Total job runtime
f' Rule Suites
Timeliness 0% 0
Validity 0%
Split of rules @ @ Jobs 0
Uniqueness 0%
0 0% 0%
Total Pass Fail .
40 Job History 0

Image 10: Tenant user dashboard


http://server-ip-address/?client=%7bsubdomain%7d
http://server-ip-address/?client=%7bsubdomain%7d

2.2.3. Create New Connection

Go to the Connections tab and enter all the required details. The supported data sources are:
¢ SQL Databases (PostgreSQL, MS SQL, MySQL, Redshift, Snowflake, Databricks)
e AWS S3 Bucket
o Azure Blob Storage

D ATA S E NTl N E L Powered by Prescience 9 prescience v

> {2y > Connections

& Connections
B

Status  ¥| TestStatus ¥ Tested At Created At Updated At | Actions

1 PrescienceDs-53-Co. 53 Active Qﬁucress 2nd Jan 2025 03:12 pm 2nd Jan 2025 03:11 pm 2nd Jan 2025 03:12 pm
B Gannections

) Output Locatio.

SR Datasets
Rule Suites

@@ Mt » &

\_’ 1] 10/ page

Image 11: Connection page

D ATA S E NTl N E L Powered by Prescience 9 prescience

> @ > Connections > Create

o &¥ Create Connection Cancel
p\ Type * Region *
AWS S3 Bucket ap-south-1

(% Name * Access id *
E PrescienceDS-53-Connection AKIATFHSCQDA'QOZSMDFﬂ

Description Access key *
@ B [ceerdescioion | W [ ®
%

Image 12: Configuring connection details



Test Connection: After establishing the connection, click on the three dots located on the
right side of the connection and select Test to validate the configurations provided in your
connection settings.

D A TA S E N T | N E L Powered by Prescience 9 prescience v

5 {2 > Connections

o & Connections
A B
= D Name Type |  satis  ¥| TestStatus ¥ | Tested At | Created At | Updated At | Actions
1 PrescienceDs-53-Co... s3 Active & success 2nd Jan 2025 03:12 pm 2nd Jan 2025 03:11 pm 2nd Jan 2025 03:12 pm
2 Postgres-Connection PostgresQl Active @ success 2nd Jan 2025 03:19 pm 2nd Jan 2025 03:19 pm
@ £ Test
[3 7 Edit
amDisable
W Delete
[1] > 10/page

Image 13: Test connection

2.2.4. Create Output Location

—_—

Navigate to AWS Console.

Navigate to S3 service.

3. Create an AWS S3 bucket with a valid name for setting up the output location for storing
the result generated by the job.

N

Go to the Output Locations tab and enter all the required details.

D A TA S E NT' N E l. Powered by Prescience 9 prescience ¥

{2 > Output-locations

& Output Locations
<

Status A 4 Test Status ¥ Tested At Created At Updated At ‘ Actions

Kl
&7 Connections

il Output Locatio...

@ Datasets
Rule Suites

e ©@ @ B > &

Image 14: Output location page



On the right side of the page, click the Create button. When creating the connection, it will
attempt to connect to the specified bucket. If the credentials are correct, the connection will
be established; otherwise, it will fail.

[] A TA S E N TI N E L Powered by Prescience 9 prescience v
5 {2 > Output-locations > Create
& Output Locations Cancel

Select connection *

PrescienceDs-S3-Connection

Type:S3
Test status : &

Name *
PrescienceDs-output-location

Description

@ M @ >» &

Bucket name *

dg-output-bucket

Image 15: Configuring output locations

After creating the output location, click on the three dots located on the right side of the
output location and select Test to verify the configurations provided in your output location.

IJIRWY SENTINE L P O prescience

{at > Output-locations

( Output Locations
o

Status ¥ | TestStatus ¥ Tested At Created At Updated At | Actions

1 PrescienceDs-... (& 53 Active Q Success 2nd Jan 2025 03:27 pm 2nd Jan 2025 03:27 pm
£ pTest

2 Edit
(set defautt

e @ @ & > &

amDisable

il Delete

(1) > 10/page
Image 16: Testing output location



2.2.5. Create Dataset

Go to the Create Dataset tab and enter all the required details.

[] A TA S E N TI N E L e 9 prescience ¥

@ > Datasets

& Datasets
o

Status A 4 Test Status ¥ Tested At Created At Updated At ‘ Actions

7 Connections

ﬁl Output Locatio.

Q Datasets
Rule Suites

e @ @ @ » 2

Image 17: Datasets page

Select an existing connection from the list to create a source dataset.

D A TA S E N Tl N E L Powered by Prescience 9 prescience v

£} > Datasets > Create

&R Create Source Dataset Cancel
Select connection * Bucket name *
PrescienceDS-$3-Connection da-input-bucket
Type:S3 File name (.csv, xlsx. json. parquet) *

Test status : @ Superstore_orders.csv

Name *

S3-Superstore forders

Description

e @ @ & » 2

Image 18: Configuring datasets



If the existing connection is SQL database, customized SQL operations can be performed
using the SQL Query option.

Note: Only SELECT SQL operations are allowed.

DA TA S E N TI N E L Powered by Prescience 9 prescience v

@ > Datasets > Create

& Create Source Dataset Cancel

Select connection * Table @© SQL Query

Postgres-Connection
SELECT employees.name, salaries.salary

Type : PostgresQl FROM employees
Test status : @ LEFT JOIN salaries ON employees.id
salaries.employee_id;
Name *
Postgres-test
Description

@@ & » &

Image 19: Configuring datasets

Once the dataset is created, you can explore the data profile by clicking on the three dots in
the "Actions" column. This will allow you to access the data profile by clicking on Show Data
Profile, where you can examine various properties essential for data analysis.

D ATA S E NTl N E L Powered by Prescience g prescience v

> 2y > Datasets
o @Douses
A B
= Status ¥ | TestStatus ¥ Tested At Created At Updated At | Actions
1 S3-Superstore-orders s3 Active @ success 3rd Jan 2025 10:43 am 3rd Jan 2025 10:43 am
= s
@ A Edit
am Disable
® @ Show Data Profile

£pRefresh Data Profile

i Delete

(1)~ 10/page
Image 20: Checking Data profile



Below are some of the properties you can review to better understand the dataset and
facilitate analysis.

DA TA S E NTl N E l- Powered by Prescience 9 prescience v :

£} > Datasets > Data-profile > 1

&R Data Profile

R v Table Properties
@ Total Number of Columns Column Name Data Type
=5 21 row_id integer -
order_id character varying(50)
@ Total Number of Rows order_date character varying(50)
m 9994 ship_date character varying(50)
chin B ) -
v Column Properties
Column Name Pl Null Count Distinct Count Min Max Standard Deviation Mean Median
row_id No 0 9994 1 9994 2885 4997 4997
order id Yes 0 5009 e

Image 21: Example data profile

If you make changes to the dataset manually, simply click Refresh Data Profile present
under three dots in action column of the modified dataset to update profile data.

2.2.6. Create a Rule Suite

A rule suite is a combination of multiple rules in one suite. Create a rule suite from the given
set of prebuilt rules.

Go to the Rule Suites tab and click the Create button to open a dropdown menu with options
for Data Quality and Data Transformation. Select Data Quality to proceed.

PR SENTINEL , O prescience
Powered by Prescience
> @ > Rule-suites

Rule Suites
A
a <
pes D | Name | Type ¥ Status ¥ Created At | Updated At | Actions
=] & Connections
@ & Output Locatio...
@ @ Datasets

Rule Suites

Image 22: Rule Suites page



Select the rules to be added for your dataset from the dropdown.

IFRIE SENTINE L P— O prescience

Add a rule to rule suite

{

Select data quality rule

Expect table column count to be between
Expect table row count to be between
Expect column values to not be null

Expect column values to be of type

Expect column distinct values to be in set
Expect table columns to match ordered list

Expect column to exist

Image 23: Selecting rule from dropdown menu

Please make sure you replace #SET_VALUE with correct value in the rule JSON.
This rule suite can be created based on the user requirements for their dataset.

DATANAMENIAN......... cccne O prescience ~

Add a rule to rule suite

[ Expect table row count to be between

Brroot” : { 2 items Description : Expect the number of rows to be between two values.
"min_value” : string "#SET_VALUE" Platform : Pandas
Category : Table_Level

"max_value” : scring "#SET_VALUE™ Dimension : Consistency

> Show details

Image 24: Modifying values in the rule



Click the Add button to include a rule in your rule suite.

D A TA S E N T I N E L Powered by Prescience 9 prescience Vv

Add a rule to rule suite

Expect table row count to be between

B root” : { Description : Expect the number of rows to be between two values.
“min_value” : tnt1 Platform : Pandas
Category : Table_Level
"max_value” : int 12000 Dimension : Consistency

> Show details

Image 25: Adding rule to rule suite

Click the Create button to save the rules to the rule suite list.

[] A TA S EN Tl N E L Powered by Prescience 9 prescience ™

{2 > Rule-suites > Create

Create Rule Suite Cancel

>

Type
Rules Search Rules
Name *
) ) 1. Expect table column count to be between. 2. Expect table row count to be between.
Data Quality Rule Suite
s 0 |

Description

g @@ W >» 2

Image 26: Creating rule suite

Data quality rule suite is created.

DATAMANENIAN........ ..coce © prescience

{2t > Rule-suites

ET Rule Suites

Status 4 Created At Updated At Actions

1 Data Quality Rule Suite Data Quality Active 2nd Jan 2025 04:09 pm 2nd Jan 2025 04:19 pm

@@t »

IT] 10/ page
Image 27: Rule suites page



2.2.7. Create Data Quality Job

Go to the Jobs tab and click the Create button to open a dropdown menu with options for
Data Quality and Data Transformation. Select Data Quality to proceed.

DA TA SE NTl N El. Powered by Prescience 9 prescience v
¢ @ > Jobs

{7} Dashboard & Jobs
A User Management 0
@ Master Rules Type A 4 Trigger Type Action Action Status ¥ Status A 4 Created At Updated At Actions
@ Data Assets v
© JobRuns -
|
B Jobs
¥0) Job History

(8 Notification Policy

1 10/ page

Image 28: Jobs page

Select a source dataset from the dropdown menu and enter the job properties, such as the
job name, description, trigger type. Specify the trigger type whether the job will run manually
or be scheduled.

[]ATA SENTINEL i gprescience e
Powered by Prescience
5 > Jobs > 2
@ Edit Data Quality Job
Q & ata Quality Jo
{O\ o Source & Job Properties 2 Rule Suite 3 Review Details
@ Source dataset Job name *
Superstore Dataset
@ Table : superstore_orders_dnd Description
Type : PostgresQl
@ @ Enabled
Trigger type *
|
Manual
Schedule

Image 29: Configuring new jobs in DQ



Manual - User needs to manually run the job

DLYLY SENTINEL Powered by Prescience @ prescience -

1 > Jobs > Create

& Create Data Quality Job

° Source & Job Properties 2 Rule Suite 3 Review Details
Source dataset * Job name *
S3-Superstore-orders S3-Superstore-orders-test
Bucket : dq-input-bucket Description

Object : Superstore_orders.csv
Type : $3
@ Enabled

e @ @ B > 2

Trigger type *

Manual

Cancel Next

Image 30: Trigger type set to “Manual” in DQ

Schedule - User needs to schedule the job run for a certain time interval. An example is
shown below.

[] TA S E N T | N E L Powered by Prescience 9 prescience v

@ > Jobs > Create

<
@ i
£ Daspbonra & Create Data Quality Job
. i /i v 1
/Q\ Usi Mariaganiut v/ Source & Job Properties o Schedule 3 Rule Suite 4  Review Details
Master Rules
C% ¢ © The job willfollow the UTC time zone, 5o adjust your schedule accordingly. Input Format: Minute, Hour, Day of week, Week , Day , Month
@ Data Assets o Minute Hour Day of week
5 Examples Cron Expression
© Job Runs A
Week Day Month Every 5 minutes AG AR
@ Jobs
o Every hour Orraen
XD sob History Every day at 7:00 AM 070
(® Notification Policy Every Monday at 5:30 PM 3017%%1*
Every Tst day of the month at midnight 00**1*

For more information on cron expressions click here.

Image 31: Trigger type set to “Schedule” in DQ



Click Next to go to the next step.

D ATA S E NT | N E |_ Powered by Prescience 9 prescience v

> @ > Jobs > Create

& Create Data Quality Job

~  Source & Job Properties ° Rule Suite 3 Review Details
© Select Existing Rule Suite Create New Rule Suite
Rule suite *

Select rule suite

@ @ @ »

caree

Image 32: Rule suite step in DQ

Rule suite - you can either select an existing rule suite or create a new one.

Existing Rule Suite

(IFPAE SENTINE L P— O e

@ > Jobs > Create

@ Create Data Quality Job

v Source & Job Properties Q Rule Suite 3 Review Details
© Select Existing Rule Suite Create New Rule Suite
& i
Name : Data Quality Rule Suite -
@ No of Rules : 41 1. Expect table column count to be between
@ Enabled
G 2. Expect table row count to be between

3. Expect column values to not be null

4. Expect column values to be of type

Image 33: Existing rule in DQ



Create new rule suite - Add the rules by clicking + button.

PN SENTINE L P O prescience

{@ > Jobs > Create

& Create Data Quality Job

>

v Source & Job Properties ° Rule Suite 3 Review Details

Select Existing Rule Suite @ Create New Rule Suite

Rules Search Rules

@@ @& » &

Image 34: Create rule suite in DQ

Select the data quality rules to be added for your dataset from the dropdown.

[] A TA S E N T I N E |. Powered by Prescience 9 prescience v

Add a rule

[

Please select data quality rule

Expect table column count to be between
Expect tabla row count to be between
Expect column values to not be null

Expect column values to be of type

Expect column distinct values to be in set
Expect table columns to match ordered list

Expect column to exist

Image 35: Add a rule in DQ



Make sure you replace #SET_VALUE with column for which the rule needs to be applied.

DATA NZMINIAN ........ e

Add a rule
Expect table column count to be between

B root” : { 2 it Description : Expect the number of columns to be between two values.
Category : Table_Level

"min_value” : string "#SET_VALUE™ ) ’ o o
min_value: <integer or None> The minimum number of columns, inclusive.

"max_value” : string "#SET_VALUE" max_value: <integer or None> The maximum number of columns, inclusive.
Dimension : Consistency

v Source Metadata

Column Name Data Type

row_id integer

order_id character varying(50)
order_date character varying(50)
ship_date character varying(50)
ship_mode character varying(50)

customer_id character varying(50)

Image 36: Add rule details in DQ

The rule suite can be created based on the user requirements for the dataset.

After adding all rules. Select create button to save the rules.

DATA NAMANIAN ........, recine

Create Data Quality Rule Suite

Name *

Data Quality Rule Suitd

Description

Cancel Ok

Image 37: Create data quality rule suite in DQ

Click the next button to proceed.

e prescience Vv

e prescience v




Now you can either select Save or Save & Run by selecting the submit button.

D A TA S E N T l N E |- Powered by Prescience 9 prescience v

@ > Jobs > Create

& Create Data Quality Job

Name : DQ Super store Rule Suite
No of Rules : 41
@ Enabled

,O\ v Source & Job Properties v Rule Suite o Review Details
Job name Trigger type Source dataset
@ Name : 53-Superstore-orders
Type : S3
@ Description @ Enabled
Rule suite

Save
Save & Run

Image 38: Review details step in DQ

Save button clicked and Data Quality job will be created.

[] A TA S E N Tl N E l. Powered by Prescience 9 prescience v

@ > Jobs

© obs
o

Trigger Type Action Status ¥ Status v Created At |  UpdatedAt | Actions

3rd Jan 2025 02:17

1 S3-Superstore-order... Data Quality Manual Active
pm

e @@ @ » &

@ Job 'S3-Superstore-orders-test created. (1) > 10/page

Image 39: Jobs page



To manually run the job, click the action icon on the selected job and choose Run from the
dropdown menu.

DATA NAMAKIAN ........, rccicne O prescience

@ > Jobs

© Jobs

>

Trigger Type Action Action Status ¥ v Created At Updated At | Actions

A
A
f=1 .
8
@
It

3 ; .
1 S3-Superstore-order... Data Quality Manual .r 3rd Jan 2025 02:17
pm

ORun

A Edit

am Disable

[8 Show DQ Result
£9)Show History

i Delete

(1) 10/page

Image 40: Jobs page

Click on the Show DQ Result to view DQ Score.

D A TA S E N T I N E |. Powered by Prescience 9 prescience v

Trigger Type Action ‘ Action Status ¥ Status v Created At Updated At ‘ Actions

o
A
3 .
8
@
e

3rd Jan 2025 02:17  3rd Jan 2025 02:20

1 $3-Superstore-order... Data Quality Manual Run & Complete Active
pm pm

QFrun

2 Edit

am Disable

[ show DQ Result
£ Show History

il Delete

(1) > 10/page

Image 41: Jobs page



DQ Result X

B Failed Success
3 Rules
/ 2 Rules 2
67 ‘ 1 Rules '
bascore i B B N § B i
31-May 04:15 04-Jun 10:33 05-Jun 11:50
=) Success Percentage
100 %

B0 % 67
60 % 50
40 %
20 %

0 0 0 0

31-May04:15  31-May0425  04Jun1033  04Jun1037  05Jun11:50  05-Jun11:52

Image 42: Show DQ result

Now click on the three dots and open Show History.

Now select show details to get a better understanding of where your data does not meet the
required values.

[] A TA S E NTl N E L e el e 9 prescience v

N @ > Jobs > 1 > Show-history

© Show History

B

¥ | ActionStatus ¥ Trigger Created At Completed At | Duration Actions

1 53-Superstore-orders... Data Quality aSuc(s-ss Manual 3rd Jan 2025 02:19 pm 3rd Jan 2025 02:20 pm 1 minute

@ show Details

1ls Show Report

# Download

e @ M@ fy > &

B Delete

(1) > 10/ page

Image 43: Show History page



Go to the Jobs History tab to view all the required details of the existing jobs.

DA TA S E NTl N E L Powered by Prescience 9 prescience v

> @ > Job-history

“O Job History

R ,:( 0
2 ¥| ActonStatus ¥ |  Trigger [ Completed At Job ID Duration | Actions
A o
1 53-Superstore-orders... Data Quality @ success Manual :’: Jan 2025 02:19 ;: Jan 2025 02:20 1 1 minute

B @ Show Details

1ls Show Report
& Download
Q? B Delete
|D 10/ page

Image 44: Checking job history

Now you can explore various options to check the job run history and the data quality score
for each run under the following options.

e Show Details

e Show Report

e Download

2.2.8. Create Data Transformation Job

Go to the Jobs section, click Select Create and choose Data Transformation (DT) option
from the dropdown menu, as shown in the figure.

SENTINEL i rescience v
D A TA _ Powered by Prescience 9 E
, {2 > Jobs
o ©kbs
Data Quality
A 5
(% D Name Type v Trigger Type Action Action Status ¥ | Status ¥ Created At |  Updaeted At | Actions
1 S3-Superstore-order Data Quality Manual Run @ Complete Active 3rd Jan 2025 G217 3nd Jan 2025 0220

@ pm pm

" ©

[1)> 10/page

Image 45: Jobs page



Select a source dataset from the dropdown menu and enter the job properties, such as the
job name, description, trigger type and continue on error. Specify the trigger type whether the
job will run manually or be scheduled.

[] A TA S E N TI N E |- Powered by Prescience 9 prescience ¥

s @ > Jobs > Create

@ Create Data Transformation Job

R ° Source & Job Properties 2 Rule Suite 3 Target 4 Review Details
@ Source dataset * Job name *
=] Select source dataset Decipiod
@ S3-Superstore-orders
Trigger type *
Manual

Continue on error

Cancel

Image 46: DT source step

Continue on Error option ensures the job continues running, even if a rule fails. When
selected, any failed rules will be skipped, allowing the remaining rules to execute
successfully.

Trigger type dropdown provides two options: Manual and Schedule

Manual - User needs to manually run the job.

DATA S E NTl N E L Powered by Prescience 9 prescience v

{2 > Jobs > Create
@ Create Data Transformation Job

o Source & Job Properties 2 Rule Suite 3 Target 4 Review Details

Source dataset * Job name *
S3-Superstore-orders 53-Superstore-orders-DT

Bucket : dg-input-bucket Description
Object : Superstore_orders.csv

Type : 53

@ Enabled

s @ M MW >

Trigger type *

Manual

Continue on error

Cancel Next

Image 47: Trigger type set to "Manual” for DT



Schedule - User needs to schedule the job run for a certain time interval. An example is
shown below.

IRRY SENTINE L P O prescience

, & > Jobs > Create

@ Create Data Transformation Job

R v Source & Job Properties ° Schedule 3 Rule Suite 4  Target 5 Review Details
@ @ The job will follow the UTC time zane, so adjust your schedule accordingly. Input Format: Minute, Hour, Day of week, Week , Day , Month
Minute Hour Day of week Examples Cron Expression
= s ,
Every 5 minutes. B
Week Day Month
@ Fuery hour LREREE
m Every day at 7:00 AM 07*re
Every Monday at 5:30 PM 30171
Every 1st day of the month at midnight 00**1*

For more information on cron expressions click here.

Cancel Back Next

Image 48: Trigger type set to "Schedule” for DT

Click next to go to the next step.

Rule suite - you can either select an existing rule suite or create a new one.

D ATA S E N TI N E I_ Powered by Prescience 9 prescience v

> @ > Jobs > Create

@ Create Data Transformation Job

~  Source & Job Properties e Rule Suite 3 Target 4 Review Details
© Select Existing Rule Suite Create New Rule Suite
Rule suite *

Select rule suite

@ @M@ » &

Image 49: Rule suite step in DT



Existing Rule Suite
DATA

a > Jobs > Create

prescience “

Powered by Prescience

>
@ Create Data Transformation Job

v Source & Job Properties e Rule Suite 3 Target 4 Review Details
© Select Existing Rule Suite Create New Rule Suite
@ Rule suite *
= (e
Name : Superstore_orders Rules 1. Transform column null values by mean imputation -
@ N of Rules : 5
@ Enabled 2. Transform table by adding new column
@ 3. Transform column values by copying from another column

4. Transform column values by fixing_outliers using logarithm

5. Transform column values of a column containing personal information by masking

Image 50: Existing rule suite step in DT

Create new Rule suite - Add the rules by clicking + button.

A S E N TI N E L Powered by Prescience prescience

{@ > Jobs > Create

>

@ Create Data Transformation Job

v Source & Job Properties o Rule Suite 3 Target 4 Review Details

Select Existing Rule Suite @) Create New Rule Suite

Search Rules

Rules

@ Al rules will be executed in sequential order. To change execution order, please drag and drop a rule.

@ @B »

Image 51: Create new rule suite in DT



Select the data transformation rules to be added for your dataset from the dropdown.

D A TA S E N Tl N E L Powered by Prescience 9 prescience v

Add a rule

Select data transformation rule

Transform column null values by mean imputation
Transform column null values by median imputation

Transform column null values by mode imputation

Transform column null values using an input value

Transform table by deleting specific rows based on column values
Transform table by adding new column

Transform column values by copying from another column

Image 52: Add a rule in DT

Please make sure you replace #COLUMN_NAME with column for which the rule needs to be
applied.

D A TA S EN T | N E L Powered by Prescience 9 prescience v

Add a rule
Transform column null values by mean imputation

Brroot” : { 1 item Description : This rule helps in transforming the null values in a column using mean imputation.
" " . . G : Col Level
column® ¢ string “#COLUMN_NAME" ategary - Column_Level

}

column: <string> Column name on which mean imputation has ta be applied.

Column Name Data Type

row_id integer

order id character varying(50)
order_date character varying(50)
ship_date character varying(50)
ship_mode character varying(50)

customer_id character varying(50)

Cancel

Image 53: Add a rule detail in DT

The rule suite can be created based on the user requirements for the dataset.



After adding all rules. Select Create button to save the rules.

VNI SENTINE L P O prescience ~

Create Data Transformation Rule Suite X

Name *

[ Data Transformation Ruled

Description

Cancel

Image 54: Create DT rule suite

Select the target connection and target dataset details as shown in the figure.

Choose Compare source and target datasets option to show comparison of source and
target datasets metadata in the results.

To enable custom mapping, select the appropriate option.

DFINPIR SENTINE L PR O prescience v

{ > Jobs > Create

>
@ Create Data Transformation Job

v Source & Job Properties v Rule Suite ° Target 4 Schema Preview 5 Review Details

Connection * Dataset details

Postgres-Connection
Schema

Type : PostgreSQl

Test status : @
Table name *

DT _Test

s @ @ W > 2

Compare source and target datasets

Custom mapping required

Image 55: Target step in DT



Custom mapping allows you to change the target dataset based on the rule suite. You can

modify the data types as needed and proceed to the next step.

DATA YAINNKIAN........, e

@ > Jobs >

N Create

@ Create Data Transformation Job

v Source & Job Properties v Rule Suite

e @@ M »

Column Name Data Type
row_id int64
order_id object
order_date object
ship_date object
ship_mode object
customer id object
customer_name object
segment object
country object
citv obiect

g prescience v

v Target 5 Review Details

° Schema Preview

Source Dataset Target Dataset

Column Name Data Type
state 1EAL =
postal_code |
region INTEGER
d
PR SMALLINT
category
BIGINT
sub_category
BOOLEAN
product_name
FLOAT
sales
quantity DOUBLE PRECISION
= — TEXT R
DATE

T

Image 56: Schema Preview step in DT

Now you can either select Save or Save & Run by selecting the Submit button.

@ > Jabs > Create

DATA NAMINIAN ........, e

& Create Data Transformation Job

v Source & Job Properties v Rule Suite

Job name

Description

@ @ W » &

Continue on error
Compare source and target datasets

Custom mapping required

Image 57:

o

v Target ~  Schema Preview

° Review Details

prescience “~

Trigger type Source dataset

Name : 53-Superstore-orders
Type :53
@ Enabled

Target dataset

Connection : Postgres-Connection
Schema : public
Table : DT_Test

Rule suite

Name : Data Transformation Rules
No of Rules: 5
@ Enabled

Save

Cancel

Save & Run

Review details step in DT



When you click the Save button, job will be created.

DA TA S E N Tl N E l. Powered by Prescience 9 prescience v

© Jobs
o

Trigger Type Action | ActionStatus ¥ Status v Created At |  Updated At | Actions

3rd Jan 2025 02:17  3rd Jan 2025 02:20

1 S3-Superstore-order... Data Quality Manual Run @ Complete Active
pm pm

3rd Jan 2025 02:52

pm

2 53-Superstore-order... Data Transformation Manual Active

e ©@ @ B > 2

& Job 'S3-Superstore-orders-DT-Test' created. [ﬂ 10/ page

Image 58: Jobs page

To manually run the job, click the action icon on the selected job and choose Run from the
dropdown menu.

DATA NAIRNKISN ..., e @ prescience

@t > Jobs

© Jobs

>

Trigger Type Action Status ¥ : 4 Created At Updated At I Actions

3rd Jan 20250217 3rd Jan 2025 02:20

e ©@ @ M o &

1 53-Superstore-order.. Data Quality Manual Run @ Complete Active
pm pm
3rd Jan 2025 02:52
2 d Data Transformati Manual Active e
pm
OFRun
A Edit
am Disable

£)show History

i' Delete

D 10/ page

Image 59: Jobs page



Click the Show History icon from the dropdown menu to go to the history page. Then, select
an action and click the Show Report option.

DA TA S E N TI N E L Powered by Prescience 9 prescience

5 @ > Jobs > 2 > Show-history

D Show History

¥ | ActionStatus ¥ Trigger Created At Completed At Duration ‘ Actions
; less than a -
2 S3-Superstore-orders.. Data Transformation @ success Manual 3rd Jan 2025 02:53 pm 3rd Jan 2025 02:54 pm o
minute

1l, Show Report

B Delete

e @ @ f » &

@ 10/ page

Image 60: Show History page

The Data Transformation results include source details, rule details, target details, and a
comparison of the source and target datasets.

D A TA S E N T | N E L Powered by Prescience 9 prescience :

{2t > Job-history > 2
Data Transformation Result

Source Details Rule Details Target Details

X B

Status SUCCESS

. Name: S3-Superstore-orders Type: PostgreSQL
Type: S3 Time Taken: 6 sec schema:
bucket: dg-input-bucket table: DT Test
=] object: Superstore_orders.csv Total : 5 Column Count: 22
sql_query Pass: 5 Row Count: 9994
@ Column Count: 21 F 0
ail : 0
Row Count: 9994
gnore
Ik = '
v Source & Target Dataset Comparison
Comparison Criteria Status Mismatched Count Additional Info
Data types match Mismatched 1 again
Column names match Mismatched 1 Added columns in target dataset : again
Column count match Mismatched 1 Column count is increased in target dataset.
Row count match Matched 0 Row count is matched.

Image 61: Data transformation result



Rule Details contain the Source Column Name, Transformed Column name, Scanned Rows,

Fixed Rows.

DA TA S E N T | N E I_ Powered by Prescience 9 prescience v ‘

> {2 > Job-history > 2
Data Transformation Result
v Rule Details

v~ Transform column null values by mean imputation SUCCESS)

Source Column Name: postal_code
Transformed Column Name: postal_code
Scanned Rows: 9994

Fixed Rows: 11

~ Transform table by adding new column SUCCESS)

Transfermed Column Name: again
Scanned Rows: 9994
Fixed Rows: 9994

e @ @ f »

~  Transform column values by copying from another column SUCCESS)

Source Column Name: profit
Transformed Column Name: again
Scanned Rows: 9994

Fixed Rows: 9994

> Transform column values by fixing_outliers using logarithm SUCCESS)

> Transform column values of a column containing personal information by masking SUCCESS)

Image 62: Data transformation result

3. Setup Notification Policy

In the Super Admin settings page, there are two main configuration sections that need to be
set up to enable notification for DQ score: SMTP Configuration (JSON), RabbitMQ
Configuration (JSON).

D ATA SENT' N E L Powered by Prescience 9 admin v

@ > Settings

& Settings

>

From email address : noreply@prescienceds.com Save

SMTP configuration (JSON): @

“host™: ™",
“port ™"
“user_name": "

© & MW o

“password": "
)
RabbitMQ configuration (JSON) : @ { Save
"host": "dg_rma",
“port": "5672",

“"exchange": "dq_exchange",
“queue”: "dg_gueue”,
"user_name"; "admin",
“passwaord": "Dgadmin123§"

Image 63: SMTP and RabbitMQ configuration in settings page



SMTP and RabbitMQ Configuration Guide:

SMTP Configuration

To configure SMTP, follow these steps:
1. Navigate to the Super Admin page and go to Settings.
2. Add the following JSON configuration and Save:

"host": "<SMTP server IP>",
"port": <SMTP server port>,
"user_name": "<SMTP user name>",

"password": "<SMTP user password>"

RabbitMQ (RBMQ) Configuration
To configure RabbitMQ, follow these steps:

1. Navigate to the Super Admin page of your Data Sentinel instance and go to Settings.

2. Save the prepopulated RabbitMQ configuration JSON.

DATA SENTINEL i gadmin v
Powered by Prescience
S {@ > Settings
& Settings
o .
P\ SMTP configuration (JSON) : @ ( -
"host": "smtp.gmail.com",
& “port": *587",
“user_name": "PrescienceUser@gmail.com",
@ “password": "password"
RabbitMQ configuration (JSON) : © { -
"host™: "dq_rmq",
“port": "5672",

"exchange": "dq_exchange”,
"queue™: "dg_queue",
"user_name": "admin”,
"password": "Dgadmin123$"

Image 64: SMTP & RabbitMQ configuration in settings page



On the Tenant Admin page, go to Notification Policy and fill in the details, including Name,
Description, Condition Name, Comparison Type, Threshold Value, Email, and Webhook as
shown in the figure below.

IFIRWY SENTINE L P (o) [

@ > Notification-policy

ifi i i Update u
) Dashbonrd (® Notification Policy =3 s
R User Management N Notifications
&F] Master Rules pa Email Webhook
B vato Assets v Deseription To* Hitp method
prescince123@gmail.com POST

@ Job Runs v

@ Notification Policy

URL*

https://webhook.site/9167752b-01¢9-41f3-
aa24-4e99ef520144

Cc
Condition name
presciencel1234@gmail.com
DQScore

Comparison type Hitp headers

Bec
Less than

oo o preseince12345@gamil.com|

85

Image 65: Notification policy page

Notifications will be sent based on job run conditions via email. We will receive this email
once the job is successfully completed.

DQ score notification

N —— a «© 2O
« To: S Fri 1/3/2025 5:46 PM

Cc O- 0—

Dear User,

DQ job completed successfully. Pls find DQ score details as below:
Job name: S3-Superstore-orders-test

Current DQ score: 78

DQ threshold value: 85

Comparison type: LessThan

Thanks,

Disclaimer: This is an auto-generated mail, please do not reply.
<\ Reply & Reply all 2 Forward

Image 66: Notification email message



4. License installation

After trial period expiry, data quality and data transformation jobs will stop running and a valid
license will be needed to activate the product.

How to purchase a license?
To purchase a license, reach out to Prescience Support at info@prescienceds.com. Our team will
get back to you shortly.

Steps to activate product:
Login to application as super admin and navigate to the About page and enter the required fields
as mentioned below to activate the product.

DA TA S E N T I N E L Powered by Prescience 9 admin v
, | @ > About

® About
i~
(O\ Product Information Install License
Name : Data Sentinel Email id *
(% Version : 1.0.2
Company : Prescience Decision Solutions
@ License key *
License type : Dev-Build
@ Registration date : 2nd Jan 2025 02:40 pm
License installation date : NA
Image 67: License activation
Contact us:

In case of any sales and support queries, drop an email to info@prescienceds.com and our
team will get back to you shortly.
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