Data Sentinel 1.0.0 deployment using AWS
Marketplace AMI

Introduction

Prescience Data Sentinel is a data quality assessment tool with over ~50 prebuilt data
quality rules. The tool allows enterprises to pick from these existing data quality rules or
create their own new rules. It then provides a comprehensive analysis of data and
automatically generates data quality scores and reports.

Overview

Data Sentinel supports ingestion of data from multiple data sources like RDBMS, CSV,
Parquet, JSON files etc., this enabling an end-to-end view of the enterprise and business
unit data. It securely ingests enterprise data without copying it and can be deployed as a
standalone solution or be integrated with your existing data pipelines.

This trial version of the application can be used as many times as required, for a periods of
45 days from the registration date (first tenant creation date).

Step 1: Register with Amazon Web Services (AWS)

At the end of this step, you will have signed up for the Amazon Web Services free tier. If
you already have an Amazon Web Services account, you may skip this step.

You will need an existing amazon account to log in and sign up. To create it, follow these
steps:

e Browse to http://aws.amazon.com and click the Create an AWS account button at
the top of the page.

¢ Inthe resulting page, enter an email address, a password, and an AWS account
name.
Then, click Continue to start the registration process.
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Explore Free Tier products with a
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dWsS

Sign up for AWS

Root user email address
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AWS account name
Choose a name for your account. You can change this
name in your account settings after you sign up.
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Sign in to an existing AWS account

Once you've signed in to Amazon, sign up for AWS by selecting the account type and
providing some basic contact information and your mobile phone number.
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Country/Regior
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Once that’s done, proceed to the next stage by entering your credit card information.
Click the Secure Submit button to continue with the account creation.
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1 50 we can verify your identity. We will not charge
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Secure Submit

If you are worried about how much you will be billed for services, relax. When you
first sign up for AWS, you will get automatic access to the AWS Free Tier” which
entitles you to 12 months of free usage up to certain limits. This includes 750 hours
per month of free usage of Amazon EC2 micro services, which are just right for
development or low-traffic website hosting. SO long as your usage falls within the
limits of the free tier, your credit card will never be billed. However, Amazon still
needs your credit card information for security purposes, to avoid service misuse and
to confirm your identify.

Important: You should fully understand the limits of the AWS free tier to avoid being
unduly charged for service usage

e Amazon will now verify your identity, by making an automated call to your mobile
phone number and prompting you to enter the PIN number displayed on the screen.

e Once your identity is verified, choose the Basic support plan (also free) and confirm
your account.

Note: At this point, make sure that you have subscribed a plan, even if you decide to
register for the free tier or Basic support plan.

The AWS account registration machine will churn away for a minute or so, and you will then
be redirected to a welcome page, which includes a link to the AWS management console.
You should also receive an account confirmation email, which tells you that your account is
good to go.



Step 2: Generate an AWS Key Pair

At the end of this step, you will have generated an SSH key pair to access your EC2
instances. If you already have an SSH key pair for the AWS region you are operating in, you
can skip this step.

To generate an SSH key pair, which you will need to log in to your EC2 instances, follow the
steps below:

e Login tothe AWS Console
¢ From the Amazon Web Services menu, Select the EC2 Service.
e Click on key pairs in the EC2-Dashboard

X Key pairs info C Actions ¥ Create key pair | (O

Name v | Type @ | Created v | Fingerprint D v

No key pairs to display

v Images
AMIs

AMI Catalog

w Elastic Block Store
Volume:

Snapshot:

Step 3: Create an AWS Security Group

At the end of this step, you will have created an AWS security group for your cloud server.

By default, AWS cloud servers have their ports closed to secure them against external
attacks. Since Data Sentinel is a Web application, it is necessary to open ports 80 for HTTP
access, and port 22 for SSH access and port 8000 for backend of the application. To do this:

From the Amazon Web Services menu, select the EC2 service.
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¢ From the Amazon EC2 dashboard, select the Security Groups option in the
Network & Security menu.
o Click the Create Security Group button.
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X Security Groups info (] Actions v

Name v | Security group ID v | Security group name

v Create security group

1 @

v VPCID v | Description

¢ In the resulting dialog box, enter a name and description for the new security group.
e C(Click the Add Rule button and add rules for HTTP, HTTPS and SSH and access
using the following guidelines:
1. Type: Use the pre-defined types HTTP, SSH and a Custom TCP
2. Source: Use Anywhere to allow access from anywhere or use Custom IP
and specify an |IP address range.

Inbound rules info

Type Info

‘ SSH
| TP

‘ Custom TCP

‘ Add rule ‘

Protocol Info Portrange Info Source Info
v ‘ I 2 ‘Anyw.,. v ‘
‘ 00.00/0 X ‘
v ‘ T € ‘Anyw..‘ b g ‘
0000/0 X ‘
v ‘ 8000 ‘ ‘Anyw... - ‘

‘ 00.00/0 X ‘

Click the Create button to your changes

Description - optional Info

‘ This inbound rule is for connecting to the instan ‘ Delete ‘

This inbound rule is for connecting to the instance using an
SSH

‘ This inbound rule is for the frontend of the appli ‘ Delete

This inbound rule is for the frontend of the application

‘ This inbound rule is for the backend of the applit Delete

This inbound rule is for the backend of the application

Step 4: Deploy Data Sentinel on AWS Cloud Server

At the end of this step, your Data Sentinel application will be running on an AWS cloud

server.



The next step is to launch a cloud server with the Prescience Data Sentinel Amazon
Machine Image (AMI) running on it. The AWS Console lets you do this in just a couple of

clicks. Follow these steps:

From the Amazon Web Services menu, search for AWS Marketplace
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On the Marketplace page search Data Sentinel

Mumbai v

Regi

AWS Marketplace

Manage subscriptions
Private offers

Discover products
Vendor Insights
Private Marketplace [4

Settings

Your subscriptions

Q Data Sentinel

> % I 1match | All delivery methods v

Data Sentinel

by Prescience

Delivery method

Amazon Machine Image

Service start

February 29, 2024, 21:43

(UTC+05:30)

Access level

Agreement

Launch new instance

Manage

On the landing page click on Launch new instance button.



AWS Marketplace 5% AWS Marketplace » Manage subscriptions » Data Sentinel
. (C]
Data Sentinel
Manage subscriptions
Private offers The continued push in enterprises for data democratization, Al and ML usage and self-service Bl is P by the lack of confi in the quality T
Discover products data. Data quality is the top data integrity challenge faced by most companies. The Data Sentinel tool securely ingests your enterprise data without
copying it and can be deployed as a standalone... Read more on AWS Marketplace [4
Vendor Insights
Private Marketplace [3
Settings Pay as you go
Start any number of instances, of any type. You're charged for software and infrastructure usage based on the product's pricing model [4.
Summary
Product Delivery method Product ID
Data Sentinel Amazon Machine Image prod-4aep3v6hynbx2
Agreement Actions ¥
Agreement ID Seller Access level Offer ID
Select the latest version of Data Sentinel Released and select the desired region for setting
up the EC2 instance.
AWS Marketplace X AWS Marketplace » Manage subscriptions » Data Sentinel » Launch new instance ®
[C]

Launch new instance

Manage subscriptions
Private offers
Discover products Configure this software

Choose a fulfillment option below to select how you wish to deploy the software, then enter the information required to configure the deployment.

Vendor Insights

Private Marketplace [5 bl o
elivery methos

Settings
‘ 64-bit (x86) Amazon Machine Image v

Software version

1.0.0 - r1 (Mar 1, 2024) v

sit the full AWS Marketplace website (3

For older softw:

sions, pleass

Region

ap-south-1 v

AMI ID: ami-099bcda67049575d3

Cancel

loudShell  Feedbad © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms  Cookie preferences

Give a name to EC2 instance of your choice.



EC2 > Instances » Launch an instance

Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by

following the simple steps below.

Name and tags info

\ Prescience-DataSentinel

Add additional tags

v Application and OS |

ges (A

n Machine | ) info

An AMI is a template that contains the software configuration (operating system, application server, and

applications) required to launch your instance. Search or Browse for AMis if you don’t see what you are looking for

below

Q Search our full catalog includin,

AMI from catalog My AMis

() Cloudshell  Feedback

000s of applicc

and OS ima;

Quick Start

v Summary

Number of instances  Info

1

Software Image (AMI)

This is dq server r1 release f...read more

ami-099bcda 5d3

Virtual server type (instance type)

t3.xlarge

Firewall (security group)

Storage (volumes)

1 volume(s) - 50 GiB

@ Freetier: In your first year X
includes 750 hours of t2.micro (or
13 micrn in the Renions in which
Cancel Launch instance

Review commands

© 2024, Amazon Web Services, Inc. or its affiliates. vacy Terms

For the key pair (login) from the dropdown list select the previously created pair for this

purpose.

v Instance type info | Get advice

Instance type

t3.xlarge

Family:t3 4vCPU 16 GIB Mem Current gen

v Key pair (login) info

You can use a key pair to securely connect to your instance. Ensure that you have access to th

before you launch the instance.

Key pair name - required

keypairl

v Network settings info

Network  Info
vpc-35bdbasd

B cloudshell  Feedback

O All generations

Compare instance types

lected key pair

v ‘ C Create new key pair

Edit

v Summary

Number of instances  Info
1
Software Image (AMI)

This is dq server r1 release f...read more

ami-099bcda67049575d3

Virtual server type (instance type)
t3.xlarge

Firewall (security group)

Storage (volumes)
1 volumels) - 50 Gi&

® Free tier: In your first year X
includes 750 hours of t2.micro (or
+2 micra in the Reainns in whirh

Cancel

Launch instance
Review commands

© 2024, Amazon Web Services, Inc. or its affiliates Terms

Privacy

Inside the Network settings select the security group created in step 3.

Cookie preferences

Cookie preferences



5 r - Number of instances  Info
v Network settings info | Edit

1

Network  Info
Software Image (AMI)
YRCS3bdhdod This is dq server r1 release f...read more

Subnet Info ami-099bcda67049:

No preference (Default subnet in any availability zone) Virtual server type (instance type)
Auto-assign public IP  Info t3.xlarge

Enable Firewall (security group)
Additional charges apply when outside of free tier allowance

Firewall (security groups)  Info

Storage (volumes)
A security group is a g

1 volume(s) - 50 GiB

vall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your

Create security group © Select existing security group

© Free tier: In your first year X
includes 750 hours of t2.micro (or
3 micrn in the Reninns in which

Common security groups info

Select security groups v Compare se

group rules

Cancel Launch instance

Review commands -

CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

After reviewing and performing a final check on the settings click on Launch Instance

v DSunnnary

Number of instances  Info ®
v Configure storage info Advanced 1
Software Image (AMI)
1x | 50 GiB | gp2 w | Root volume (Not encrypted)
This is dq server r1 release f...read more
ami-099bcda67049575d3
: e Virtual server type (instance type)
@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X = L ¥
t3.xlarge
[ Add new volume Firewall {security group)
The selected AMI contains more instance store volumes than the instance allows. Only the first 0 instance store
volumes from the AMI will be accessible from the instance Storage (yolumes)
1 volume(s) - 50 GiB
@ Click refresh to view backup information (&}
The tags that you jetermine whether the instance will be backed up by any
Data Lifecycle M licies. @ Free tier: In your first year X
includes 750 hours of t2.micro (or
0 x File systems Edit +3 micrn in the Reainns in which X
Cancel Launch instance
» Advanced details info Review commands
3 Cloudshell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates. ~ Privacy  Terms  Cookie preferences

The process usually takes a few minutes, and you can use the EC2 Dashboard to check the
status of the server. Once the server has deployed, you will be able to obtain its public IP
address or public DNS name from the EC2 Dashboard to access the application.
Application can be accessed using htip:/{PUBLIC IP} or http:/{PUBLIC_DNS NAME}
URLs.




